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1.0 Introduction and Research Context
Cybersecurity has developed from a predominantly technical concern into a strategic management issue with direct implications for organisational resilience, operational continuity, stakeholder confidence and long-term competitiveness. Contemporary organisations depend on interconnected digital infrastructures, cloud services, automated production systems, data-intensive decision-making and complex global supply networks. These technologies create opportunities for innovation and efficiency, but they also increase exposure to ransomware, intellectual-property theft, supply-chain compromise, insider threats and operational disruption. (Von Solms and Van Niekerk, 2018; Whitman and Mattord, 2021; NIST, 2024).
The strategic significance of cybersecurity is particularly pronounced in aerospace and advanced engineering, where organisations manage commercially sensitive data, safety-critical systems, defence-related technologies and geographically dispersed supplier networks. A serious cyber incident in such an environment may produce consequences extending beyond immediate financial loss, including interruption to production, regulatory scrutiny, reputational damage, erosion of customer confidence and reduced trust among government and industry partners. (ENISA, 2024; Whitman and Mattord, 2021).
This research will critically evaluate how cybersecurity strategies and organisational cybersecurity capabilities influence performance at Rolls-Royce Holdings plc in the United Kingdom. It will not assume that increased cybersecurity investment automatically improves organisational outcomes. Instead, it will examine the mechanisms through which governance, risk management, employee capability, technological controls and incident-response preparedness may protect or enhance performance, while also considering costs, implementation barriers and strategic trade-offs. (Gordon, Loeb and Zhou, 2020; Richard et al., 2019).
1.1 Organisational and Sector Context
Rolls-Royce operates in a highly regulated and technology-intensive environment spanning civil aerospace, defence and power systems. Its performance depends on digital engineering, intellectual-property protection, data integrity, supply-chain coordination and continuity of complex operational systems. The organisation therefore provides an appropriate case through which to examine cybersecurity as a strategic business capability rather than only an information-technology function. (Rolls-Royce Holdings plc, 2025; ENISA, 2024).
The case is also significant because cyber exposure is not limited to internal systems. It may arise through suppliers, contractors, software providers, joint ventures and customers. The effectiveness of cybersecurity must therefore be evaluated across governance structures, organisational culture and ecosystem relationships, as well as through the existence of technical controls. (ENISA, 2024; NIST, 2024).
1.2 Research Problem and Rationale
Although existing literature recognises the financial and operational consequences of cyber incidents, the relationship between cybersecurity capability and organisational performance remains conceptually and empirically underdeveloped. Much research concentrates on technical controls, threat detection or regulatory compliance. Comparatively less attention is given to how cybersecurity becomes embedded in strategic decision-making and how it affects broader performance dimensions such as resilience, productivity, stakeholder trust, innovation capability and competitive advantage. (Gordon, Loeb and Zhou, 2020; Bada and Nurse, 2019).
A further challenge concerns causality and measurement. Effective cybersecurity may contribute to performance by preventing losses, but successful prevention is often invisible because the avoided incident does not appear in conventional performance measures. Cybersecurity programmes may also impose substantial financial, administrative and behavioural costs. A Level 7 investigation must therefore move beyond description and critically assess the circumstances in which cybersecurity creates value, protects value or potentially constrains organisational agility. (Richard et al., 2019; Gordon, Loeb and Zhou, 2020).
1.3 Research Aim
To critically evaluate how cybersecurity strategies and organisational cybersecurity capabilities influence organisational performance and resilience at Rolls-Royce Holdings plc in the United Kingdom.
1.4 Research Questions
How are cybersecurity strategy, governance and risk-management priorities articulated within Rolls-Royce Holdings plc?
Through what mechanisms may cybersecurity capabilities influence operational continuity, stakeholder trust, efficiency and long-term organisational performance?
What tensions, costs and implementation challenges may limit the performance contribution of cybersecurity?
How can Rolls-Royce strengthen the strategic alignment between cybersecurity, organisational resilience and business performance?
1.5 Research Objectives
To critically examine the cybersecurity strategies, governance arrangements and risk-management approaches reported by Rolls-Royce. (NIST, 2024).
To evaluate the relationship between cybersecurity capabilities and multidimensional organisational performance. (Richard et al., 2019).
To analyse the contribution of cybersecurity to organisational resilience, business continuity and stakeholder confidence.
To gather a small body of primary evidence from professionals with relevant cybersecurity, risk or operational experience.
To identify implementation barriers, strategic trade-offs and limitations in existing cybersecurity approaches.
To develop evidence-informed recommendations for improving alignment between cybersecurity strategy and organisational performance.
1.6 Scope and Key Definitions
The study focuses on publicly available evidence relating to Rolls-Royce Holdings plc and the wider aerospace and advanced-engineering context, supplemented by a small number of semi-structured professional interviews. It will not seek confidential information about Rolls-Royce systems or security controls. Cybersecurity is defined as the coordinated protection of digital systems, networks, information assets and digitally enabled operations through technological, human, governance and risk-management measures. Organisational performance is treated as a multidimensional construct encompassing operational continuity, efficiency, financial protection, stakeholder trust, compliance, innovation capability and strategic resilience. (Saunders, Lewis and Thornhill, 2023; Yin, 2018).
2.0 Critical Literature Review
2.1 Cybersecurity as a Strategic Organisational Capability
Traditional information-security approaches commonly emphasise confidentiality, integrity and availability. While these principles remain important, contemporary scholarship increasingly positions cybersecurity as an enterprise-wide capability. Cyber risk is produced through interaction between technology, people, processes, leadership decisions and third-party relationships. Effective cybersecurity therefore requires strategic coordination rather than isolated technical interventions. (Von Solms and Van Niekerk, 2018; Whitman and Mattord, 2021).
The resource-based view suggests that organisational capabilities can support sustained advantage when they are valuable, difficult to imitate and effectively organised. Cybersecurity capability may protect strategically important resources such as intellectual property, operational knowledge, customer relationships and reputation. However, the presence of security technologies alone is unlikely to create advantage. Value depends on integration with governance, decision-making, workforce behaviour and organisational learning. (Barney, 1991).
Dynamic-capabilities theory extends this analysis by focusing on an organisation's ability to sense threats, seize appropriate responses and reconfigure resources. This is relevant because cyber threats evolve rapidly and static compliance may become insufficient. Cybersecurity maturity therefore depends not only on controls, but also on adaptive capacity, learning from incidents and the ability to respond to changing risk. (Teece, Pisano and Shuen, 1997).
2.2 Cybersecurity and Organisational Performance
Organisational performance is not limited to profitability. It includes operational efficiency, service quality, productivity, customer confidence, innovation and achievement of strategic objectives. Cybersecurity may affect these dimensions directly and indirectly. Effective controls can reduce the likelihood and impact of interruption, preserve data integrity and support reliable business operations. They may also strengthen confidence among customers, investors, employees and regulators. (Richard et al., 2019).
Nevertheless, the relationship is not necessarily linear. Excessively restrictive controls may reduce usability, slow decision-making or create resistance among employees. High levels of expenditure do not guarantee improved outcomes where governance is weak or controls are poorly aligned with organisational priorities. A critical analysis must therefore distinguish between security expenditure, security maturity and strategically effective cybersecurity capability. (Gordon, Loeb and Zhou, 2020; Bada and Nurse, 2019).
Performance measurement is also problematic because cybersecurity benefits frequently arise through avoided losses. Conventional indicators may understate the value of resilience, preparedness and trust. A balanced assessment should therefore consider financial protection, operational continuity, response capability, reputational resilience and stakeholder confidence alongside more immediate performance indicators. (Richard et al., 2019; Gordon, Loeb and Zhou, 2020).
2.3 Governance, Risk Management and Organisational Resilience
Cybersecurity governance concerns the allocation of responsibility, accountability and oversight for cyber risk. Frameworks such as the NIST Cybersecurity Framework and ISO/IEC 27001 support structured identification, protection, detection, response and recovery. Their value, however, depends on meaningful implementation rather than symbolic compliance. (NIST, 2024; Whitman and Mattord, 2021).
Organisational resilience refers to the capacity to anticipate, absorb, respond to and recover from disruption. Cybersecurity contributes to resilience through business-continuity planning, incident-response capability, backup arrangements, threat intelligence and organisational learning. In complex engineering organisations, resilience also depends on supply-chain visibility and coordination across business units. (NIST, 2024; ENISA, 2024).
Governance quality may therefore mediate the relationship between security controls and performance. Board-level oversight, risk ownership, resource prioritisation and integration with enterprise risk management are likely to influence whether cybersecurity supports strategic objectives or remains a fragmented technical activity. (NIST, 2024; Bada and Nurse, 2019).
2.4 Human and Behavioural Dimensions
Human behaviour remains a major source of cyber vulnerability, but describing employees simply as the 'weakest link' can obscure organisational responsibility. Security behaviour is shaped by workload, leadership, training quality, communication, system design and workplace culture. Awareness programmes are more likely to be effective when they are role-specific, continuous and linked to practical decision-making. (Parsons et al., 2022; Bada and Nurse, 2019).
A mature cybersecurity culture requires employees to understand why controls matter and to report concerns without fear of blame. Leadership behaviour is important because staff may disregard security messages if senior managers do not model appropriate practice. The human dimension is therefore not separate from strategy; it is central to the implementation and sustainability of cybersecurity capability. (Parsons et al., 2022; Bada and Nurse, 2019).
2.5 Cybersecurity in Aerospace and Advanced Engineering
Aerospace organisations face distinctive risks because of intellectual-property value, safety-critical operations, long product lifecycles, defence sensitivities and extensive supplier networks. Legacy systems may coexist with advanced digital technologies, increasing complexity. The sector may also be targeted by financially motivated criminals, hostile states and groups seeking strategic or technological information. (ENISA, 2024; Rolls-Royce Holdings plc, 2025).
Supply-chain dependence creates additional vulnerabilities because an organisation may have limited control over the security maturity of smaller partners. Cybersecurity performance must therefore be considered at ecosystem level. Contractual requirements, supplier assurance and information-sharing mechanisms may be as important as internal technical controls. (ENISA, 2024; NIST, 2024).
2.6 Theoretical and Conceptual Framework
The study will combine the resource-based view, dynamic-capabilities theory and organisational-resilience theory. The resource-based view will support analysis of cybersecurity as a means of protecting valuable strategic resources. Dynamic-capabilities theory will help evaluate the organisation's ability to anticipate evolving threats, mobilise responses and adapt systems and processes. Organisational-resilience theory will support examination of continuity, recovery and learning. (Barney, 1991; Teece, Pisano and Shuen, 1997).
The proposed conceptual relationship is that cybersecurity governance, technical controls, employee capability and external ecosystem management contribute to cybersecurity maturity. Cybersecurity maturity may then influence organisational performance through reduced disruption, stronger stakeholder trust, protected intellectual property and enhanced resilience. This relationship may be moderated by implementation cost, organisational culture, regulatory pressure, supply-chain dependence and the alignment of security with business priorities. (NIST, 2024; Barney, 1991; Teece, Pisano and Shuen, 1997).
2.7 Literature Gap
The literature provides substantial evidence about cyber threats and technical protection, but there is less integrated analysis of how cybersecurity capabilities influence multidimensional organisational performance in aerospace. There is also limited publicly available research connecting governance, employee behaviour, operational resilience and strategic value within a single organisational case. This study addresses that gap by combining critical documentary analysis of Rolls-Royce with a small primary-data component involving professionals who can provide informed perspectives on the practical relationship between cybersecurity and performance. (ENISA, 2024; Gordon, Loeb and Zhou, 2020; Bada and Nurse, 2019).
3.0 Methodology
3.1 Research Philosophy and Approach
The study will adopt a pragmatic research philosophy. Pragmatism is suitable because the research seeks a practically useful understanding of a complex organisational problem rather than commitment to a single philosophical tradition. The research will primarily use an abductive approach, moving iteratively between existing theory and empirical evidence. Theoretical concepts will guide the initial analysis, while themes emerging from documents and interviews may refine the interpretation. (Saunders, Lewis and Thornhill, 2023).
3.2 Research Design
A qualitative case-study design will be used, with Rolls-Royce Holdings plc as the focal organisation. The case study will combine two sources of evidence: documentary analysis of secondary data and a small number of semi-structured interviews with professionals who have experience in cybersecurity, information governance, risk management, operations or business continuity. This design is sufficiently manageable for a student project while providing greater depth and triangulation than a study based solely on secondary sources. (Yin, 2018; Saunders, Lewis and Thornhill, 2023).
The interviews will not be presented as direct evidence of confidential Rolls-Royce practices unless a participant is legitimately employed by the organisation and has permission to discuss non-sensitive matters. Instead, professional perspectives will be used to interpret and contextualise the publicly available case evidence. (Yin, 2018; Saunders, Lewis and Thornhill, 2023).
3.3 Primary Data Collection
The primary-data element will consist of approximately six to eight semi-structured interviews, each lasting around 20 to 30 minutes. Participants will be professionals with relevant experience in areas such as cybersecurity, IT governance, enterprise risk, operations, compliance or business continuity. They may be recruited through the researcher's professional network, LinkedIn or university contacts. (Saunders, Lewis and Thornhill, 2023).
Semi-structured interviews are appropriate because they allow consistent coverage of the research questions while enabling participants to explain experiences, examples and professional judgements in their own words. Interviews may be conducted online through Microsoft Teams or in person. With consent, interviews will be audio-recorded and transcribed. Where recording is not permitted, detailed contemporaneous notes will be taken. (Saunders, Lewis and Thornhill, 2023; Bryman, 2021).
Questions will focus on how cybersecurity contributes to organisational performance, how cyber risk is governed, how benefits are measured, what implementation barriers arise and how organisations balance security with operational efficiency. Participants will not be asked to disclose passwords, technical vulnerabilities, classified material, commercially sensitive information or details that could create a security risk. (NIST, 2024; Gordon, Loeb and Zhou, 2020).
3.4 Secondary Data Collection
Secondary evidence will include peer-reviewed journal articles, academic books, Rolls-Royce annual reports and public corporate publications, government guidance, regulatory material, ENISA reports, the NIST Cybersecurity Framework and credible industry analyses. A structured search will be undertaken using university library databases, Google Scholar, ScienceDirect and Emerald Insight. (Saunders, Lewis and Thornhill, 2023).
Search terms will combine concepts such as 'cybersecurity strategy', 'organisational performance', 'cyber resilience', 'aerospace cybersecurity', 'cybersecurity governance', 'stakeholder trust' and 'business continuity'. Sources will be selected according to relevance, credibility, recency and methodological quality. Older seminal works will be retained where they provide important theoretical foundations. (Saunders, Lewis and Thornhill, 2023).
3.5 Sampling Strategy
Purposive sampling will be used for both primary and secondary evidence. Interview participants will be selected because they possess experience relevant to the research questions. The target of six to eight interviews is modest but appropriate for an exploratory postgraduate project. The aim is analytical insight rather than statistical generalisation. (Bryman, 2021; Saunders, Lewis and Thornhill, 2023).
Documentary sources will be sampled to achieve a balance between academic theory, sector evidence, recognised standards and company-specific information. A source-selection table will record the author, year, source type, relevance, quality and key contribution. This will make the review process more transparent and reduce selective use of evidence. (Yin, 2018; Saunders, Lewis and Thornhill, 2023).
3.6 Data Analysis
Interview transcripts and documentary evidence will be analysed using reflexive thematic analysis. Initial coding will identify relevant statements concerning governance, risk management, operational continuity, employee capability, stakeholder trust, implementation costs and strategic alignment. Codes will then be grouped into broader themes and interpreted in relation to the research questions and conceptual framework. (Braun and Clarke, 2022).
The analysis will include both deductive and inductive coding. Deductive codes will be informed by the resource-based view, dynamic capabilities and organisational resilience. Inductive codes will allow unexpected issues to emerge from the evidence. A comparative matrix will be used to examine convergence and divergence between academic literature, Rolls-Royce public documents and participant perspectives. (Braun and Clarke, 2022).
The study will avoid treating frequency alone as evidence of importance. Themes will be evaluated according to explanatory significance, consistency across sources and relevance to the research objectives. Contradictory evidence will be retained and discussed rather than removed. (Braun and Clarke, 2022).
3.7 Research Quality and Trustworthiness
Credibility will be supported through triangulation across interviews, academic sources, recognised frameworks and company publications. Dependability will be strengthened by maintaining an audit trail of search terms, selection decisions, interview procedures and coding development. Confirmability will be supported through reflexive notes identifying the researcher's assumptions and potential biases. (Yin, 2018; Bryman, 2021).
Transferability will be addressed through clear description of the aerospace and organisational context, enabling readers to judge whether findings may be relevant to other technology-intensive organisations. The study will not claim statistical generalisability from a small qualitative sample. (Bryman, 2021).
3.8 Research Ethics
Ethical approval will be obtained in accordance with Bath Spa University requirements before primary data collection begins. Participants will receive an information sheet explaining the purpose of the research, what participation involves, the voluntary nature of participation and their right to withdraw within a stated period. Written or recorded informed consent will be obtained. (Saunders, Lewis and Thornhill, 2023).
Participants will be anonymised through identifiers such as P1 and P2 unless they explicitly consent to being named and this is ethically appropriate. Interview files and transcripts will be stored securely on password-protected university-approved systems and retained only for the period required by university policy. Personal data will be processed in accordance with applicable data-protection requirements. (Bryman, 2021; Saunders, Lewis and Thornhill, 2023).
The project presents a specific information-security consideration. Participants will not be encouraged to disclose confidential vulnerabilities, internal security configurations, classified material or commercially sensitive incidents. Any such disclosure will be excluded from the dissertation and reported to the supervisor where appropriate. The research will also observe academic integrity through accurate citation, transparent interpretation and avoidance of fabricated or selectively presented evidence. (NIST, 2024; Whitman and Mattord, 2021).
3.9 Anticipated Limitations
The study will rely substantially on public information and will therefore be unable to evaluate the confidential effectiveness of Rolls-Royce cybersecurity controls. Public corporate reports may present security activity in a strategically favourable manner, while media and industry reports may emphasise incidents or risk. Triangulation will reduce but not eliminate these limitations. (Yin, 2018; Rolls-Royce Holdings plc, 2025).
The small purposive interview sample will provide informed perspectives but cannot represent the views of all cybersecurity or aerospace professionals. Participants may also discuss cybersecurity at a general level rather than possess direct knowledge of Rolls-Royce. The study will therefore distinguish clearly between case-specific evidence and contextual professional insight. (Bryman, 2021; Saunders, Lewis and Thornhill, 2023).
Time constraints may limit the number of interviews and the breadth of the literature review. Access difficulties may also require recruitment beyond the aerospace sector. These limitations will be addressed through transparent reporting, careful selection of participants and a focused scope. (Saunders, Lewis and Thornhill, 2023).
4.0 Indicative Project Plan
	Activity
	June
	July
	August
	September
	October

	Refine proposal and obtain ethical approval
	■
	■
	
	
	

	Literature search and critical review
	■
	■
	■
	
	

	Recruit participants and conduct interviews
	
	■
	■
	
	

	Transcription and thematic analysis
	
	
	■
	■
	

	Draft findings and discussion
	
	
	
	■
	■

	Conclusion, recommendations and final editing
	
	
	
	
	■


5.0 Anticipated Contribution
The study is expected to contribute an integrated management perspective on cybersecurity by linking governance, technical capability, employee behaviour and organisational resilience to multidimensional performance. It will provide a critical interpretation of Rolls-Royce public evidence rather than merely describing cybersecurity controls. (Barney, 1991; Teece, Pisano and Shuen, 1997; NIST, 2024).
Practically, the research may identify ways in which technology-intensive organisations can improve board-level oversight, align cyber risk with business priorities, strengthen employee capability and develop performance measures that capture resilience and avoided loss. Recommendations will be proportionate to the evidence and will distinguish between conclusions supported by the Rolls-Royce case and broader insights obtained from professional interviews. (NIST, 2024; Bada and Nurse, 2019).
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Appendix A: Indicative Semi-Structured Interview Questions
Please briefly describe your professional experience in cybersecurity, risk management, operations or business continuity.
In your experience, how does cybersecurity influence organisational performance beyond preventing technical incidents?
Which cybersecurity capabilities make the greatest contribution to operational resilience and business continuity?
How should senior leaders measure whether cybersecurity investment is creating or protecting organisational value?
What are the main organisational barriers to implementing effective cybersecurity strategies?
How can organisations balance strong security controls with efficiency, innovation and usability?
What role do employee behaviour and organisational culture play in cybersecurity effectiveness?
What additional actions would you recommend for a technology-intensive organisation seeking to align cybersecurity with strategic performance?
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